Rohim & Makmun. “Title: Psychological and Digital Safety Risk in Children’s
Online Gaming: A Socio-Technical Governance Perspective” IJCW Vol 1 No. 1
(2026): X-X. DOI:

|
I C Volume 1 Issue 1, 2026

Publisher: Center for Gender and Children Studies, Cenderawasih University
This work is licensed under a

Psychological and Digital Safety Risk in Children’s Online
Gaming: A Socio-Technical Governance Perspective

Rohim?, Sukron Makmun?2*

1puyblic Administration Study Program, STIA Pembangunan Jember, Jember, Indonesia

2public Administration Study Program, Universitas Jember, Jember, Indonesia
*makmunjaya@unej.ac.id

Abstract

The rapid expansion of online gaming among children has intensified scholarly and policy
debates regarding its psychological consequences and digital safety risks, yet existing
discussions often frame these challenges primarily as individual behavioral problems rather
than systemic socio-technical phenomena. This study examines how psychological
vulnerability, platform architecture, and institutional governance interact in shaping risks
within contemporary gaming ecosystems. Drawing on interdisciplinary literature and
qualitative thematic synthesis, the research analyzes the intersection between online gaming
addiction, social isolation, digital exploitation, and evolving communication infrastructures.
The findings indicate that digital literacy initiatives, parental supervision, and educational
interventions remain important but insufficient when implemented without structural
regulatory support. Persistent vulnerabilities related to anonymity, virtual economies, and
fragmented legal frameworks highlight the need to reconceptualize digital child protection
as a governance issue rather than solely a behavioral concern. By proposing integrated
strategies involving platform security standards, identity verification mechanisms, and
multisectoral policy coordination, this study contributes to the literature by reframing online
gaming risks as a socio-technical governance challenge that requires alignment between
technological innovation, institutional responsibility, and ethical protection of children in
digital environments.
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1. Introduction

In recent years, internet use on mobile phones has experienced a significant spike,
fundamentally reshaping how individuals communicate, learn, and participate in digital
environments (Teodorescu et al., 2023). The increasing integration of smartphones and
computers into everyday life has expanded real-time access to information and global
interaction at an unprecedented scale. Yet, this rapid technological transformation
embodies a persistent ambivalence: while digital technology serves as a powerful medium
for education and positive behavioral development, it simultaneously introduces new
forms of risk that remain insufficiently addressed within policy and social discourse. Data
indicates that among the 4.95 billion internet users worldwide, nearly 30% are teenagers
aged 18 and under who access the internet without parental supervision (Zhu et al., 2021).
This condition reflects not only the expansion of digital participation but also the
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emergence of a vulnerable user group navigating increasingly complex online ecosystems
without adequate structural protection.

The rapid development of digital infrastructure has been accompanied by the
evolution of online gaming environments, which now feature highly realistic graphics,
complex gameplay mechanics, and globally interconnected communication systems. These
technological affordances have transformed online gaming from a recreational activity
into a socio-digital space where identity formation, interaction, and economic exchange
converge. While prior research has often framed online gaming primarily as
entertainment or technological innovation, the increasing intensity of immersive
gameplay raises critical questions regarding its psychological and social implications,
particularly among children and adolescents. Addiction to online games does not merely
reflect excessive use; it represents a multidimensional phenomenon that intersects with
emotional dependency, social isolation, and exposure to digital exploitation (Kelishadi et
al., 2015), where sustained engagement may also be explained through intention-driven
behavioral mechanisms shaping users’ interaction with digital technologies (Uturestantix,
Purwanto, & Lukito-Budi, 2022). The interactive and borderless nature of online gaming
platforms creates structural opportunities for various forms of misuse, highlighting the
need to examine gaming not only as individual behavior but also as a system shaped by
technological design and global connectivity.

A growing body of literature has emphasized the psychological consequences
associated with prolonged gaming engagement. Studies have demonstrated that addiction
to online games may influence interpersonal relationships, disrupt social functioning, and
potentially contribute to destructive behaviors beyond the digital environment (Ferguson,
2015; Van Rooij et al,, 2014). However, much of the existing research tends to focus on
isolated behavioral outcomes rather than exploring how technological affordances and
institutional contexts jointly shape wvulnerability. Empirical evidence suggests that
adolescents experiencing problematic gaming behavior often face overlapping risks,
including depression, aggression, and involvement in serious conflicts (Desai et al., 2010).
Although some studies argue that online games are not inherently harmful, high levels of
dependency have been linked to severe psychological challenges, such as social
withdrawal and exposure to substance-related risks (Van Rooij et al., 2014). Furthermore,
early work by Tejeiro et al. (2002) demonstrated that online gaming addiction shares
behavioral patterns with substance dependency, using parameters such as gaming
frequency, duration, self-perception, and family perception to construct an addiction
severity scale.

Despite these insights, the existing literature reveals an important conceptual gap.
Many studies treat online gaming addiction primarily as a psychological issue, while fewer
investigations address how digital platform characteristics, global interaction
mechanisms, and regulatory limitations collectively shape the risks faced by children.
Technological transformation repeatedly shows that digital infrastructures reshape
behavioral expectations and patterns of engagement in ways that extend beyond
traditional psychological explanations (Uturestantix, Saragih, & Akbar, 2025).
Consequently, online gaming should not be viewed solely as a behavioral phenomenon but
as part of a broader socio-technical system where technological design, user vulnerability,
and institutional governance intersect. Based on this perspective, online gaming addiction
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can be understood as a complex condition that manifests not only through psychological
symptoms but also through structural dynamics within digital environments, reinforcing
the urgency of developing more integrated approaches to child protection in the era of
digital entertainment.

This study contributes to the literature by reframing online gaming risks among
children as a socio-technical governance challenge, integrating psychological vulnerability
with platform architecture and institutional regulation to offer a more holistic
understanding of digital child protection in contemporary gaming ecosystems.

2. Method

This study adopted a qualitative literature-based approach designed not merely to
summarize existing findings but to build an integrative analytical understanding of the
psychological and digital safety risks associated with online gaming among children.
Rather than functioning as a traditional narrative review, the methodological strategy
positioned the literature as an empirical field through which conceptual patterns,
theoretical tensions, and policy gaps could be systematically interpreted. The analysis
integrated evidence from peer-reviewed journal articles, institutional reports, and policy
analyses published between 2000 and 2024 in order to capture both foundational
discussions and contemporary developments within rapidly evolving digital
environments.

The selection criteria prioritized studies that addressed three interrelated
dimensions: (1) psychological and behavioral consequences of online gaming among
children and adolescents, (2) exposure to digital violence, exploitation risks, and online
grooming practices, and (3) policy responses and governance mechanisms related to
digital safety. This purposive sampling strategy enabled the study to bridge disciplinary
boundaries while maintaining a clear analytical focus on child protection within digital
ecosystems.

Data were synthesized through a theory-informed thematic analysis. Instead of
coding solely for descriptive categories, the analysis sought to identify recurring
conceptual mechanisms underlying the literature. Findings were organized into three core
domains: psychological vulnerability associated with gaming addiction, structural
exposure to digital risks, and the effectiveness of preventive frameworks and regulatory
interventions. Comparative analysis was subsequently applied to reveal converging and
diverging patterns across cultural contexts and regulatory regimes, allowing the study to
move beyond single-case interpretations toward broader conceptual insights.

The multidisciplinary lens adopted—drawing from psychology, criminology, and
digital governance—was not only intended to broaden empirical coverage but also to
illuminate the interaction between individual-level behavior and institutional-level
regulation. By positioning the literature as a source of theoretical construction rather than
merely background information, this methodological approach supports the article’s
broader objective of understanding online gaming risks as a socio-technical phenomenon
shaped by technological design, psychological dynamics, and policy infrastructures.
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3. Findings

The synthesis of the literature indicates that digital literacy consistently appears as
one of the most prominent strategies for mitigating psychological and digital safety risks
associated with online gaming among children. Digital literacy extends beyond technical
proficiency and includes ethical awareness, critical thinking, and the protection of
personal data when interacting within online environments (Gallud et al., 2023; Wardoyo
et al, 2021). Children who receive structured digital literacy education demonstrate
greater caution in online interactions and show improved understanding of privacy and
responsible digital behavior. These findings highlight that educational interventions aim to
strengthen individual resilience, enabling children to navigate increasingly complex digital
ecosystems while maintaining awareness of cross-cultural interactions and online risks.

In addition to educational approaches, parental supervision and screen-time
regulation emerge as significant preventive mechanisms. Studies emphasize the
importance of clear household rules regarding the duration and timing of gaming
activities, as well as active parental involvement in monitoring and accompanying children
during gameplay (Liu et al, 2024). Such practices are associated with improved
communication, increased trust, and reduced negative psychological outcomes related to
excessive gaming. Educational institutions further complement these efforts through the
integration of digital-based curricula that encourage responsible media usage and monitor
harmful content such as violent material, pornography, and hate speech (Otieno, 2020).
Teachers play an important role in fostering digital ethics and self-control, positioning
schools as institutional actors that extend child protection beyond the family environment.

Beyond individual and educational interventions, the literature reveals substantial
structural vulnerabilities within contemporary online gaming ecosystems. Features such
as anonymity, global communication networks, and complex virtual economies create
environments that may be exploited by offenders, who often shift interactions from public
gaming spaces to encrypted channels to avoid detection (Cheong et al., 2015). Platform-
level weaknesses, including inadequate identity verification systems and ambiguous data
retention policies, further complicate child protection efforts (Threadgall & Horsman,
2019). At the global level, legislative responses remain uneven, with only a limited
proportion of countries implementing comprehensive legal frameworks addressing online
child exploitation (ICMEC, 2023). Empirical evidence also indicates that chat platforms
and social networking features play a significant role in facilitating abuse incidents (Faraz
et al, 2022). While some developed countries have begun introducing stricter device
regulations in educational settings (Rahali et al, 2024), many developing contexts
continue to rely primarily on family-based interventions despite high levels of gaming
addiction among youth populations (YBKB, 2024).

4. Discussion

The findings indicate that existing strategies aimed at reducing risks in children’s
online gaming environments remain predominantly centered on individual-level
interventions, particularly digital literacy education, parental supervision, and curriculum-
based initiatives (Gallud et al., 2023; Wardoyo et al., 2021; Liu et al.,, 2024; Otieno, 2020).
While these approaches contribute to enhancing awareness and self-regulation, their
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effectiveness appears constrained when considered within broader socio-technical
contexts. Rather than functioning solely as behavioral safeguards, digital literacy and
supervision practices may be interpreted as adaptive responses to structural conditions
embedded within platform architectures and digital communication infrastructures.

From a socio-technical governance perspective, the persistence of risks despite
widespread educational interventions suggests that vulnerabilities are not merely the
result of individual behavior but are also shaped by technological affordances and
institutional arrangements. Features such as anonymity, transnational interaction, and
virtual economic systems create asymmetrical environments that expose children to
manipulation and exploitation (Cheong et al., 2015; Threadgall & Horsman, 2019). The
uneven implementation of legal frameworks across countries (ICMEC, 2023) further
illustrates how fragmented governance structures may inadvertently sustain digital risks
despite localized preventive efforts. These findings imply that effective child protection
requires extending responsibility beyond families and schools toward platform-level
accountability and regulatory oversight.

Taken together, the discussion reframes online gaming risks as outcomes of socio-
technical governance configurations rather than isolated psychological phenomena. The
reliance on educational and familial strategies in many developing contexts (Rahali et al.,
2024; YBKB, 2024) reflects a broader policy tendency to individualize responsibility for
digital safety, potentially overlooking systemic vulnerabilities embedded within digital
infrastructures. By interpreting digital literacy and parental supervision as components
within a larger governance ecosystem, this study advances the argument that safeguarding
children in digital gaming environments requires alignment between technological design,
institutional regulation, and ethical accountability. This interpretative shift provides a
conceptual bridge toward the policy-oriented conclusions that follow, emphasizing the
need for integrated governance strategies capable of addressing the structural dimensions
of digital risk.

5. Conclusions

The findings demonstrate that risks associated with children’s online gaming cannot
be understood solely as individual behavioral problems but instead emerge from a
complex interaction between psychological vulnerability, technological design, and
institutional governance structures. Although digital literacy initiatives and parental
guidance remain essential components of child protection, their effectiveness becomes
limited when implemented without broader structural and regulatory support. The
persistence of exploitation risks suggests that contemporary gaming ecosystems operate
as socio-technical environments in which anonymity, global connectivity, and reward-
driven engagement mechanisms intensify children’s exposure to digital threats.
Consequently, effective intervention requires a shift from reactive and fragmented
responses toward integrated governance approaches capable of addressing the structural
dimensions of digital risk.

This study highlights three interrelated policy directions. First, platform-level
security needs to be strengthened through standardized identity verification systems and
improved monitoring of communication infrastructures. Second, multisectoral task forces
involving educators, policymakers, digital platform providers, and child protection
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agencies are necessary to enable early detection and coordinated responses to online
exploitation. Third, national regulatory frameworks governing device usage and digital
interaction within educational environments should be developed to ensure consistent
child protection standards across contexts. These policy orientations reposition digital
child protection as a governance challenge that requires collaboration across
technological, educational, and legal domains.

Rather than framing online gaming solely as a source of harm, this study advocates a
balanced perspective that acknowledges the transformative potential of digital technology
while emphasizing the ethical responsibility to safeguard children as vulnerable users
within rapidly evolving digital ecosystems. Ultimately, protecting children in online
gaming environments should be understood not only as a technological necessity but also
as a social, ethical, and policy imperative that demands sustained political commitment
and adaptive regulatory innovation in an increasingly interconnected world.
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